
  

Three steps  
for using the  
digital revolution  
to reduce downtime and 
improve operational 
efficiencies in your facility 
 
 

 
 

Executive summary 
The digital revolution means big changes for facility 
managers, helping alleviate pain points, enhancing 
efficiencies, and ensuring business continuity and 
emergency preparedness. This revolution will also 
introduce a new type of smart system that adapts to and 
anticipates facility managers’ needs.  
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What does “digital revolution” mean to facilities managers, especially those 
responsible for critical facilities? And what does it mean to the manufacturers, 
dealers, contractors, and consulting engineers who serve them? 
 
It means change—big change. It's nothing less than a sea change in the way 
facilities are being managed. 
 
That's good because the digital revolution is helping to alleviate a list of facility 
managers’ pain points. This list includes managing the increasing complexity of 
buildings, merging legacy buildings and their systems with facilities' expansions, and 
maintaining aging infrastructure. It also includes enhancing efficiency, and ensuring 
business continuity and emergency preparedness. And no list would be complete 
without the requirement to do more with less. However, two pain points at the core 
of the digital revolution are keeping up to date with evolving technologies and 
working with too little or too much data. 
 
 

 
 
 
 
In fact, the digital revolution in facility management is empowering managers. Those 
embracing the revolution know about operational issues sooner, make decisions 
faster, and take action more insightfully. Helping empowered managers alleviate 
their pain points requires manufacturers, engine-generator dealers, and contractors 
to be empowered as well, or be left behind. 
 
 
 
What's enabling this revolution is the Internet of Things (IoT). For the uninitiated, it's 
when a light in a home can be turned on and off by the homeowner from his 
smartphone, wherever he or she might be.  
 
Basically, it's any device that includes a sensor with computing capability and a 
wireless connection to a central computer or the Internet. Those sensors are being 
integrated into increasingly more devices. Soon, they will be everywhere. 
 
In automobiles, they automatically transmit information about tire pressure, total 
mileage, and time for an oil change, any of which can become an e-mail to the auto 
owner. In buildings, equipment with sensors include automatic transfer switches, 
engine-generators, and even radiators and fuel tanks. 
 
Taken together, the array of sensors in buildings creates an interconnected facility 
management system that senses, transfers, and acts on specific information that 
each sensor is designed to monitor. The system could be designed for a single 
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building, a multi-building campus, or geographically dispersed facilities. It could 
comprise hundreds or thousands of sensors. 
 
This type of smart system adapts to, and anticipates, facilities managers' needs, and 
even proactively manages their environments within the parameters they establish. 
How many and what types of sensors do your equipment and components 
integrate? 
 
In terms of a building's connectivity, or its ability to collect and share information, it 
wasn't that long ago that serial networks provided only data and were commonly 
connected only to HVAC, fire, and security systems.  
 
Today, Ethernet networks with access to the Internet provide data, plus analysis 
and/or interpretation, and interact with other systems. It's fair to say that facility 
networks now resemble IT networks. 
 
With advances in connectivity, buildings have a variety of equipment and devices 
with differing capabilities for sharing operational information. Some may have simple 
status annunciation. Others may be able to monitor and provide a steady data 
stream, and still others may be able to react with related equipment. Some may feed 
data to building management systems either with twisted pair, Ethernet, or 
wirelessly. And some may even have Internet connectivity. 
 
 

 
 
 
 
For a critical power management system (CPMS), for example, sensors already help 
monitor and control every aspect of system operation. A nationwide, independent 
survey of facility decision makers about critical power monitoring and control sheds 
light on the capabilities they have and those they want. More than 66% of those 
responding either have, or would like to have, monitoring capability from their 
CPMS. More than half either have, or need, control and reporting capabilities from 
their CPMS. 
 
Almost half of those who have control and reporting capabilities also have some sort 
of integrated system to manage it. About 45% of respondents have some type of 
power quality monitoring and analytics (see Figure 1). 
 
 

Digitally 
managed 
critical 
power 
 
 
 

Figure 1 



                          Use the digital revolution in your facility 
 

Schneider Electric White Paper               Page 5 
 

"When a client needs such power quality details as waveform capture or transient 
harmonic displays, extremely high rates of speed are required,” said Morris Toporek, 
senior vice president of Environmental Systems Design. “When you are doing 
forensics, you need fast and accurate time marks to track down where things went 
wrong.” 
 
Because that's what facility managers want to do, the question becomes, “How are 
EGSA members going to help them accomplish it?” The answer is, “By embracing 
the digital revolution. Become a source of expertise who facility managers can turn 
to for advice and products.” 
 
The following example is a new paradigm of how facility managers are beginning to 
think about the equipment and systems that comprise their facilities. It's a natural 
leadership opportunity for EGSA members. 
 

 
 
While not exactly a “Brave New World,” the new paradigm for critical power 
management specifically, and facilities management in general, is cluster 
management (see Figure 2).  
 
Related equipment and systems will be monitored and controlled as a cluster. 
Critical power certainly will be one cluster. Others will be HVAC, and safety and 
security. Each will have detailed monitoring, measurement, and control within itself. 
And each will stream data to an overarching system, such as a building 
management system. The overarching system will orchestrate facility managers' 
policy decisions using the aggregated data. 
 
Cluster management will significantly affect equipment and devices in a cluster and 
how they're managed. All equipment and devices will need to be completely 
compatible, share information freely, and otherwise operate seamlessly. 

Figure 2 
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What are the ramifications for vendors who manufacture only some of that 
equipment and those devices? Will manufacturers who offer all equipment for a 
cluster have an advantage? Will facilities managers gravitate to cluster purchases of 
equipment, or buy individual pieces of equipment and devices? Does cluster 
management lead to facility management ecosystems? 
 
The importance of an ecosystem 
An ecosystem is an array of equipment, devices, and components that are designed 
to work with each other. For example, Apple has created an ecosystem of 
“iProducts.” Someone who has an Apple iPhone, iPad, accessories, and apps 
designed for them is unlikely to switch to an Android ecosystem. Blackberry, by 
comparison, did not develop a successful ecosystem and lost customers in droves. 
It did not adapt to its market's own digital revolution. 
 
For critical power, some manufacturers have made inroads on building their 
ecosystems. But not all companies have the resources to start from scratch and 
build a complete solution independently. And realistically, there's no need to do that. 
Manufacturers, generator dealers, electrical contractors, and others can evaluate 
existing systems and leverage the expertise, development, and field experience that 
went into creating them. Do not be a Blackberry. 
 
The result of cluster management, sensors on almost all devices, and the IoT that 
pulls everything together is Big Data. Consider that 90% of total data worldwide 
didn't exist 24 months ago. Facility managers are entering that world. They will be 
seeing more data than they've ever seen before. And they'll be expected to interpret 
it. That has important consequences for facility managers because data can be their 
best friend or worst enemy. It's another opportunity for EGSA members to help 
facility managers master the data and become an indispensable resource for them. 
 
Interpretation is what makes facility management data valuable. For CPMS, it's a 
change agent for reducing energy consumption, projecting capacity requirements, 
streamlining maintenance, resolving operational issues, and meeting reporting 
requirements. And that's the short list of benefits. 
 

 
 
 
 

The 
Importance 
of an 
ecosystem 
 
 
 

The rising 
value of data 
 
 
 

Figure 3 



                          Use the digital revolution in your facility 
 

Schneider Electric White Paper               Page 7 
 

To be truly useful and valuable, however, data need to be fingertip available. The 
time required to access it is crucial. For example, Boston Consulting Group reported 
that the website Shopzilla experienced a 7% to 12% sales increase and a 25% page 
view increase when it reduced the speed of loading website pages from 7 sec to 2. 
Timely access to data depends on the structure of the information stack in which it is 
managed, visualizing the data dynamically and using it intelligently. Sequential 
stacks take longer to provide information than nonsequential structures. Dynamic 
visualization presents Big Data in easily and quickly understandable groups (see 
Figure 3). Effectively visualizing information enables predictability of future data, 
enhanced productivity, and problem avoidance. 
 
Harnessing Big Data intelligently is best accomplished with a systems thinking 
approach. Systems thinking considers problems as integral elements of an overall 
system. It advocates that reacting to specific parts, outcomes, or events could 
potentially contribute to unintended (a.k.a. negative) consequences. With the 
systems thinking approach, Big Data becomes three-dimensional, no longer two-
dimensional. 
 
Data that have value are data that require protection. Data continuity needs to be 
assured by a self-healing network that avoids disruptions or overcomes disruptions 
instantaneously. Data security must be assured by multiple levels of encryption: 
application layer, native database object, network, and point-to-point. Programmable 
cryptography, digital certificates, and time stamping also should be part of a data 
protection program. 
 
Data security isn't just for major corporations. It's for small companies as well. 
Security is no longer a luxury, but a necessity. In fact, corporations demand that 
contractors have adequate security. EGSA members might ask themselves, “What 
security level does my company have to help protect my customers? Could my 
company trigger tomorrow's headlines about a massive data breach?” 
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2.  Connecting buildings via 
the Internet of Things 
The Internet of Things offers engineers ripe 
opportunities to take the lead with clients. 
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The Internet of Things (IoT) is not aspirational technology. It’s here. It's not a question 
of “if,” but of “how much” and “how fast.” And what it means to consulting engineers 
day to day. The answer could be: “A lot.” 

The reason is that IoT is taking by storm many of the technologies engineers include 
when designing, specifying, and building projects: building and industrial automation 
systems, backup power, lighting, asset management, and testing and measurement. 

A number of prestigious organizations already have weighed in on IoT: 

 Gartner projects there will be about 25 billion connected devices by the end of this 
decade 

 McKinsey Global Institute has reported that IoT could potentially generate an 
economic impact of $2.7 trillion to $6.2 trillion annually by 2025 

 International Data Corp. (IDC) estimated that organizations spent $113 billion 
worldwide in 2013 on relevant information management, access, and analysis 
technologies and services. 

The industrial version of IoT (IIoT) makes a good business case for consulting 
engineering clients. It also is good business for engineering firms to be their clients' 
IIoT go-to source of expertise. 

 

 

 

 

Introduction 
 
 
 

http://www.gartner.com/technology/reprints.do?id=1-1SIIEJT&ct=140401&st=sb�
http://www.mckinsey.com/insights/business_technology/disruptive_technologieshttp:/www.mckinsey.com/insights/business_technology/disruptive_technologies�
http://www.idc.com/�
http://download.microsoft.com/download/B/3/D/B3D96C18-73C5-4353-A579-27B445C318B5/IDC_White_Paper_Capturing_the_1point6_Trillion_Data_Dividend%20.pdf.�
http://download.microsoft.com/download/B/3/D/B3D96C18-73C5-4353-A579-27B445C318B5/IDC_White_Paper_Capturing_the_1point6_Trillion_Data_Dividend%20.pdf.�
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Specifying, designing, and building IIoT capabilities require skillsets already offered by 
engineering firms: deep understanding of facility spaces and the knowledge to connect 
legacy systems with new technology. That makes IIoT a low-hanging fruit. The 
opportunities to enable clients to achieve higher efficiencies and reliability by better 
managing, controlling, maintaining, diagnosing issues, and optimizing their facilities are 
ripe. 

The overall business case for consulting engineers lies in the compelling insights 
produced when big data are analyzed quickly. Such insights empower clients to know 
what's happening 24/7. Call it heightened situational awareness or contextual insight in 
real time. 

It means operators have a much better understanding of system operation. They know 
the system can automatically self-correct a range of out-of-parameter operating 
conditions as it gathers and analyzes data. When it can't, operators diagnose and act. 

But how can they digest so much information when viewing, analyzing, and interpreting 
data quickly are essential? In a phrase, dynamic visualization, provided it's supported 
by software that aggregates and analyzes data. Effectively visualizing information 
makes data more predictable, enhances productivity, and averts issues. 

 

The ability to analyze, diagnose, and act quickly, from both an operator and a machine 
perspective, improves asset management. Operational efficiency, reliability, and 
predictive maintenance all benefit. Risk drops and costs fall. Critical power 
management systems are a case in point. 

Specifying, designing, and building IIoT capabilities into critical power management 
systems need to accommodate such requirements as power demand, integration, 
lifecycle value, and security considerations. 

Improving efficiency and reliability, for example, can be accomplished with more data 
points and faster response times, which are at the heart of IIoT. 

It's big data by nearly any definition: high-volume, high-velocity, and highly variable. It's 
table stakes for higher-level insight and decision making. 

The volume of data generated could be overwhelming, if not for cost-effective, high-
speed processing. A single industrial machine, for instance, can produce 1 terabyte of 
data hourly. The exploding number of sensing devices that share data continue adding 
to volume. In fact, as devices with sensing and actuation capabilities become 
practically ubiquitous, global adoption of (IPv6) will be essential. 
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The variety of data often has to be combined from many sources that will almost 
always have different structures and meet various standards. 

For critical systems, such as backup power, data is streamed in real time at speeds 
measured in milliseconds. It's monitored, stored, and if it signals out-of-parameter 
operating conditions, displayed graphically and perhaps annunciated. 

Even with high-speed processing, the growing volume and variety of data gathered for 
analysis would be nearly impossible to effectively manage as a whole. The solution is 
cluster management. 

 

For IIoT, cluster management is a group of sensing devices on related equipment. A 
prime example is the coexistence of devices for building management systems, 
supervisory control and data acquisition, data center infrastructure management, and 
critical power management systems. The devices have local intelligence and 
compatible, two-way communication pathways, and, ideally, streamlined network 
topology protocols that eliminate repetitive wrapping and unwrapping of data. 

Such clusters integrate legacy equipment and new technologies into an interoperable, 
distributed ecosystem that can be fairly autonomous and remotely controlled. A top 10 
global banking firm, for example, monitors and controls a critical power management 
system more than 900 miles from the firm's control center. Near-term, it plans to 
manage such systems globally. 

Engineering considerations for IIoT clusters include compatibility across a wide range 
of products by multiple manufacturers, robustness, network protocols and standards, 
speed, remote access and control, and security. The key is to partner with an 
organization that has accomplished much of the legwork in developing a cohesive 
solution that accommodates much, if not all, of the devices in a cluster. 

When presented as a business case, IIoT is an opportunity for consulting and 
specifying engineers to take the lead in helping clients operate their facilities more 
efficiently over the long term, while reducing operating costs. 
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3. Selecting a critical power 
monitoring and control 
technology 

 Choosing a monitoring and control technology should be 
based on the power reliability requirements for the 
application. 
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A funny thing happened on the way to the forum for better power reliability: monitoring 
and controlling that power started taking center stage.  

Reliability-based design, reliability-centered maintenance, and failure prevention 
depend on gathering, analyzing, and acting on data from critical power generation and 
distribution components and systems. Everyone involved in designing, constructing, 
commissioning, and maintaining a building—consulting engineers, contractors, and 
building owners/managers—has a stake in optimizing power system monitoring and 
control. They all win when it works; they all lose when it doesn't.  

Data center and health care facility executives, especially, crave more power control 
information. One reason is that power systems are more complex and sophisticated 
than ever, and could mean the difference between life and death to an organization's 
operations. For example, data center downtime costs business more than $5,000/min, 
according to a 2011 Ponemon Institute study of U.S.-based data centers. With an 
average reported incident length of 90 min, that's nearly $500,000 on the line—or off 
the bottom line.  

 

 

 

 

Complex power systems are vulnerable to problems that can undermine the very 
power reliability they're designed to provide. Sophisticated power monitoring and 
control technologies help ferret out potential problems and provide a raft of benefits 
that can extend throughout an organization (see Figure 1). The starting point for 
evaluating and selecting power monitoring and control technologies is for the facility 
executive to pinpoint information needs and thoroughly understand the business’s 
operational processes.  

The monitoring and control technologies that are usually considered are legacy 
supervisory control and data acquisition (SCADA) systems and building management 
systems (BMS).  
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The two new technologies are data center infrastructure management (DCIM) systems 
and critical power management systems (CPMS). The first three are overarching 
technologies. They aim to monitor and control an entire facility or campus, including 
critical power. The fourth dedicates itself to controlling only critical power generation 
and distribution systems.  

 

These four technologies have similarities and differences that are important to 
consulting engineers, contractors, building owners, and facility executives (see “Power 
system management monitoring and control technology comparison”). This article 
describes each technology, highlights its capabilities and limitations, and suggests 
which system may be best suited for a given application.  

 

Technically, all systems designed to monitor and control business operations and 
processes are SCADA systems. This article addresses legacy SCADA systems meant 
for a variety of industrial, commercial, and institutional applications. 
Telecommunications, power utilities, water and waste control, energy, oil and gas 
refining, and transportation have historically applied SCADA.  

SCADA systems help improve efficiency and operational reliability, and lower costs, 
thus increasing profitability of operations and processes and enhancing worker safety. 
Best-in-class SCADA provides alarm handling, trending, diagnostics, maintenance 

SCADA 
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scheduling, logistics, and other benefits. For alarm handling, though, a cascade of 
quick alarm events could mask the underlying causes of trouble.  

Third-generation SCADA systems include a computer and open, or off-the-shelf, 
system architecture that acquires data from and sends commands to monitored 
equipment, a human-machine interface (usually a computer monitor screen), a 
networked communication infrastructure, sensors and control relays, remote terminals 
units (RTUs), and programmable logic controllers (PLCs). Note that the range of 
available RTUs and PLCs require careful consideration to ensure the classes of 
equipment selected will provide needed scalability, optimize functionality, and prove 
most cost effective for a given SCADA application.  

 

 

Standard protocols and Internet accessibility of networked SCADA systems make the 
systems susceptible to remote attack. In April 2008, the Commission to Assess the 
Threat to the United States from Electromagnetic Pulse [EMP] Attack issued a Critical 
Infrastructures Report that concluded: "SCADA systems are vulnerable to EMP insult. 
The large numbers and widespread reliance on such systems by all of the Nation’s 
critical infrastructures represent a systemic threat to their continued operation following 
an EMP event. Additionally, the necessity to reboot, repair, or replace large numbers of 
geographically widely dispersed systems will considerably impede the Nation’s 
recovery from such an assault." 

Additionally, in June 2010, an antivirus security company reported the first detection of 
the Stuxnet malware, which attacks SCADA systems running on Windows operating 
systems. SCADA and control product vendors have developed specialized industrial 
firewalls and virtual private network products for TCP/IP-based SCADA networks.  

 
 

http://en.wikipedia.org/wiki/SCADA#cite_note-2�
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As it continues to develop, the digital revolution in facility management will require a 
major change in how facility managers and their vendors do their jobs. For those 
who embrace the revolution, it will help alleviate a number of pain points, and, in 
fact, empower facility managers to know, decide, and take action confidently. They 
will be able to run the tightest ship imaginable.  
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